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Retrospective vs. Predictive Maintenance

Mongolian Empire of Genghis Khan AD 1200 Global Industry 4.0 "Empire” Today
Retrospective Maintenance Predictive Maintenance
Isaac Newton Albert Einstein
Absolute TIME concept Relative TIME concept ITFS2020



https://youtu.be/GGets842ATM

/

US Directive EO 13905 (02/2020)

The sensitivity of GNSS geopolitics :

B US friendly => GPS + GALIEO
[ CN friendly => BEIDOU

B RU friendly => GLONASS
B US & RU friendly => IRNSS+GPS+GLONASS

B US & CN friendly => GPS+GALILEO+BEIDOU
O B B all others =>any GNSS (neutral)

GNSS Sync vs. Geopolitics

GPS, GLONASS, NEIDOU, IRNSS are millitary
GALILEO is civil
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What Is a Real UTC Output From GNSS Receiver ?

GNSS Errors Numeric Overlows
GPS SVN23 causes 13 microsecond 26/01/2016 caused by miniaturization and challenge of computing the time
GLONASS causes 200km problem on 01/04/2014 GPSd 24/10/2021, WNRO 06/04/19, ... UTC Leap Second etc.

Solar storms A thought experiment

Disturbancies of magetic field
by streams of charged particles

e Assuming the GNSS company is US,
and it’s r&d in Russia,

and production in China,

Urban canyon

Dense of cityscapes create
urban canyon eefects

What is the target UTC it produce ?
GPST, GLONASST, BEIDOUT ... or MIX ?

Spoofing
Signals can be spoofed with a false
signals creating false timing

Jamming

Signals can be deliberately jammed by drivers
dodging emloyers attemps to track then.
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e Security Trough Flexibility

1) The replaceable GNSS-receivers supports different vendors
* makes time-server independent on volatile security of GNSS
* best world leading CHIP suppliers, only well tested, calibrated etc.
* quick replacement to next CHIP module (e.g. if firmware bug detected)
e smart gain sensing (no signal to weak or signal to strong like an “overdrive”) muste|  mlp”

* multi-path mitigation for urban canyon reflected signals TIME
e geopolitics settings => exclusive: GPS, GALIELO, GLONASS, BEIDOU, IRNSS

* single band L1 or multiband L1 + L2 + L5 for improving robust synchronization
e UTC with robust LEAP-SECOND support supported independently on GNSS

2) Built-in anti-jamming/spoofing detection and active anti-jamming filter
e alarm generated down to server — it switches early to holdover
e jamming filtering GPS L1 with upgrade to anti-spoofing GNSS L1/L2/L5

2) Real physical redundancy of GNSS receivers — each operating as CLOCK
* introduces the natura geographical anti-jamming if distance high enough

4) Extremely Easy installation. No taught mounting coax. Ethernet cable in use


https://www.youtube.com/watch?v=dZDs9p2Fa04
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Thales Alenia Space GIANO Project - Tests In Poland
The 1t Galileo Anti-Spoofing Receiver w/ T-RAIM Authentication

=

Multi-GNSS GPS/Galileo/EGNOS,

Multi-frequency L1/E1, L5/E5q, E6
Direct-Sampling digital down-conversion approach
Resilience against Jamming & Spoofing

Galileo OS authentication T-RAIM algorithm
Digital Time-Steering and Holdover mode
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Advanced Jamming Tests In Poland

ELPROMA in cooperation with

ZKR-1 Jamme

v" Modes of operation:
e Continuous jamming
* Responsive jamming
* Spectrum scanning

v Frequency range:
* 25-5900 MHz

v’ Total RF output power:
150 W

Tests hosted in dedicated specialized areas
under special state & telco acknowledgments
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Missing The Standardisation For Oscillator Holdover

Anomalies:
 GPSSVN23 problem =>5 tested product gives 5 different results
* Depends on holdover algorithm the same effect can be observed too ...

Reference US AIR FORCE Reference Metsédhovi Radio Observatory
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Time & Frequency Domain At NLPQT Project (Poland)
The National Laboratory of Photonics & Quantum Technology

* Supercomputer network

* Protected by QKD

 UTC(PL) T&F domain

* Single photon technology

* Picosecond synchronization

* Cesium fountain frequency ref.
* OSTT-4, NTS-5000 ePRTC 1PPS/10MHz transfer
* Considering ref. time for 5G backbone Poland

e Considering PNT in Poland

* Considering Quantum Internet in Poland
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GNSS ALARMING

LEVEL 1
Min 15cm

RF INPUT =

CLOUD TaaS

NMI TIME and/or GNSS robust info telemetry

ANT-1 ANT-1 ANT-2 Fl LETR I N G

PRIMARY SECONDARY UNITARY

ANT SIMULATION
LEVEL 3

SERVER
NTS-345
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UTC Directly From Cs Atomic Clock 5071A ik

v No GNSS antennas
v UTC for IEEE15888 & NTP

hosted only from 5071A
v Note! TAl is not basing on
a physical clocks


https://www.youtube.com/watch?v=rO9w707nXro

. Active Servers

. Afri
loT & Public NTP Servers : ’ Hee 42
wJ Asia 323

. . . 2
| Enterprises wing N st " Europe 2773
. Trosted UTC e leap second & can not be ansured by PO ~g? North America 979
“" : Oceania 145
’ South America 60
4 -é:#» Global 4,056
All Pool 4309
5" Servers
As of 2021-10-30
: B



https://www.ntppool.org/
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ITU-R WP7A — contribution. Freezing UTC Leap Seconds
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https://www.itu.int/md/R19-WP7A.AR-C/en
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Our Contribution
Radiocommunication

* ITU (International Telecom Union) removing UTC leap-second link (doc #15) 2021-2022 N N Study Groups WP-7A
o ITFS2020 importance of time for Industry 4.0 (You Tube link) - -
o G2 Forum Geo-political TV discussion with 3M, Elproma (You Tube link)

e TAP Project (OCP) — replaceable GNSS modules GM PCle from Facebook/NVIDIA 2020 D P E I l

Compute Project ®

o Elproma contribution to Facebook & NVIDIA video (You Tube link)
o OCP Project Page listing ELPROMA as participant (7t Oct 2020 link)

e GIANO Project (Thales Alenia Space) — the 15t professional GALILEO Timing Rev  20719-2022
with Anti-Spoofing Authentication Facility (together with PIK-Time)

*  DEMETRA Project H2020 TSI#2 “Trusted Time Distr. w/ Audit & Verif. Facility” 2015-2017/
o Horizon2020 Demetra GSA web page (link)
o PTTI/ION 2016 Demetra TSI#2 PDF paper (link)
o Success Story in Asia Smart-Grids (link)

*  CERN White Rabbit co-developer (today’s High Accuracy IEEE1588:2019 stack) 2009-2014

o PTTI/ION 2011 very first introduction PDF paper (link)
o CERN original team list 2009-2014 (link)



https://www.itu.int/md/R19-WP7A.AR-C/en
https://www.youtube.com/watch?v=GGets842ATM
https://www.youtube.com/watch?v=t0OK9GTpFjk
https://www.youtube.com/watch?v=tjS46Bi0aMw
https://www.opencompute.org/wiki/Time_Appliances_Project
https://www.gsa.europa.eu/demonstrator-egnss-services-based-time-reference-architecture
https://elpromatime.com/wp-content/uploads/2018/10/PTTI2016-P4a-ELPROMA-Trusted-Time-Distribution-with-Audit-and-Verification-facilities.pdf
https://www.gsa.europa.eu/newsroom/news/demetra-delivers-dividends-elproma
https://elpromatime.com/wp-content/uploads/2018/10/PTTI-2011-White-Rabbit.pdf
https://ohwr.org/project/wr-std/wikis/std-group?version_id=c273d00a789f5cfc25a71be936447d7cb5bf4df8

Thank You

t.widomski@elpromatime.com
www.elpromatime.com
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NTP servers, supporting stable UTC w/ Leap Second
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