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Time Aware Systems:
A layered view

Time-aware applications

Deterministic and accurate timing for distributed environments

Timing support for applications

Time-aware network and communications systems

Time and frequency transfer systems

Oscillators and clocks

D
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Time Aware Systems:
A layered view

» Global clock domain including phase
alignment of the physical clock in
each component.

» The need to distribute the clock
with compensated delays.
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lloT: many devices and applications that require frequency, time or phase synchronization.

Requirements: Time is g first
. Order COncept =
» Parameters that can respond to different demands on systems. P
» Accuracy, stability, integrity and security.
» Timing as correctness criterion (latency control, QoS, safety critical systems
constraints).

Timing accuracy emerges from the details of the implementation, the systems
topology and the specific equipment.

Data processing and networking will need to converge with timing.
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Deterministic
Industrial Timing

worldwide, scalable & dependable Time Transfer
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20th IMEKO TC4 International Symposium and REVIEWS COLUMNS
181h Intermational Workshop on ADC Modelling snd Testng

ci ti t Rescarch on Electric and Elctronc Measurement for the Econonic Uptum Ty
entis Benevento, aly, Setember 15-17, 2014 _ ’
‘ - Challenged by 802.11ac design and test? ““;L‘;?“e’

: The Impact of GPS Vulnerabilities Globalstar GPS network [ ]

: : : allegedly) vulnerable to
GPS chaos. How a $30 box can jam on the Electnc Power Gnd ( 2 V)

hackers
your life Bernhard Baumgartner', Christian Riesch’, Wolfgang Schenk’ Brittany Hillen
123 OMICRON electronics GmbH, Oberes Ried 1, 6833 Klaus, Austria 3 Totier fH | | £ rocstook B | [ 3¢ aooste || & Modan

Power Blackout Risks
Risk Management Options

Emerging Risk Initiative — Position Paper

! bernhard.baumgartner@omicron.at, * christian.riesch@omicron.at, * wolgang.schenk@omicron.
Abstract - The failure of time references can result in ~like sampled values or synchrophasors  require
operational distortions of power plants or substations, ~ absolute accuracy of 1 us or betier [31. In

Forbes ( \
sentmel

Wat(.:h‘ CPS Attacks That Can Kill DJI Drones Or Bypass

. . Truck driver has GPS jammer, accidental
White House Ban GPS Jamming - Threat Scenarios jams Newark airport y v

CGSIC 2013 Nashville

An engineering firm worker in New Jersey has a GPS jammer so his bosses don't know where he is all the time. He

When a government intelligence staffer managed to crash his DJI Phantom drone on his route takes him close to Newark airport, and his jammer affects its satellite systems

White House property, the Chinese manufacturer took the decision to issue a no-fly

zone over the DC area. D] already used GPS to implement invisible demarcations

cutnen / B2 y stopping users flying their machines into no-fly zones like airports, forcing them to
3 land when they hit certain coordinates.

Thomas Fox-
Brewster

‘ 23 e e | 7o
Unfortunately, as noted ina FORBES report on smartphone issues yesterday, there'sa N / b } b b . se ) el I;ﬁi”iﬁfﬁéi?;‘é“" o r (g —
vulnerability in GPS affecting most commercial drones that would allow a nearby = ——= = . / Just as no reasonable boss wants his m
hacker to spoof signals, change coordinates and commandeer an Unmanned Aerial by Chris Matysacayke | SMPIOYees Lo know where she s af the e rY
auomenomns) Veiele (UAV) and take it wherever they wanted, whether that's the White House or
y MAE Dyl airport. That's according to researchers from China's Qthoe, who demonstrated

T
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Global time reference is the key

The Need for Global time provides the backbone of the temporal infrastructure of any dependable-
distributed system in the Internet of Things world.

A global time is key to:
= Interpret the time-stamps across the diverse embedded systems. gﬁﬂﬁ"
= Control and synchronize the durations of the physical time frames.

» Specify the temporal properties of interfaces.

= Synchronize inputs and output actions.

» Allocate resources conflict-free (e.g. scheduling).
= Detect errors promptly.

= Strengthen security protocols.
= Monitoring QoS.

» Validate/evaluate latency and performance.
=  Optimize power.

We rj
ride on Telecom Networks
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Solutions for time and
frequency distribution

S .
top using PTPyv2 Patches
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e
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From Science to Industry. Solution features

» Resilient/secured GNSS time receiver (getting the best of networks and
GNSS technologies)

» Distributed sensor and actuators (the best of sync over thousands of km).

» Legal-time is here (powered by a deterministic timestamping)

= Determinism, number of hops, selftcalibration

Telecommunications (LTE-A & 5G) and
finances ((MIFID Il) as relevant markets
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HIGHLIGHTS

WR-Switch

The key element of a
synchronized network

Sub-nanosecond deterministic time
Thousands of nodes

Distance range: over 80 km using fiber
PTPv2, Sync-E supported
Robustness & Redundancy
Dynamic calibration

Web and SNMP software interfaces

—
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WR-LEN HIGHLIGHTS

The wnfed GPS_hke gt(;l:r;gzgf;ezc;ond deterministic time
cost effective node

Daisy-chain
OEM modules available
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WR-Zen Time Provider

Redundancy, security, multiple
interfaces and protocols

www.sevensols.com Seven Solutions - When every nanosecond counts - 2016

HIGHLIGHTS

Sub-nanosecond deterministic time
Redundancy & security features
Remote configuration and monitoring
Distance range: over 120 km using
optical fiber interface.

» PTPv2, NTP, IRIG-B, NMEA

= Management API /
» Arbitrary & phase-locked frequency
generation
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= Seven Solutions is the leading company offering ultra-accurate deterministic time transfer solutions

» From Scientific infrastructures to the most accurate PTP implementation in the world
» Time can be distributed worldwide using existing Telecom networks

» Deterministic time transfer over large number of hops and long distances

» Time integrity features. Redundancy mechanisms

» Flexible services and equipment to fulfill the existing needs on a complex & interconnected world. Deterministic
industrial timing is now available

» Itis not about accuracy but providing tightly integrated time as a first order concept

Stop Patching time. Integrate jtI

B
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When every nanosecond counts

Thank you for your attention!

WWW.sevensols.com



