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It’s About Time -  
Speaking Truth to Power 



U. S. Naval Observatory 

National Time Reference 

Rubidium Fountain Clocks 



1. Almost Everything  
Depends upon  

GNSS 
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Financial Systems 
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Synchronized, 
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Freq & Phase 

Precise Positioning 
& Navigation 
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“…a single point of failure…” 
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Dr. Brad Parkinson, 
“Father of GPS” 



2. GNSS is Very 
Vulnerable 



“The [5 Dec 2006] burst … swamped 
GPS receivers over the entire sunlit 

side of the Earth.” 

GPS Significantly Impacted by 
Powerful Solar Radio Burst 

US NOAA News Release 4 April 2007 

5 Dec 2006 



July 2012 



Unlikely, but… 



1 April 2014 - 11 Hours 

GLONASS Suffers 
Temporary System-wide 

Outage  ”  

GLONASS Gone… 
Then Back 

“ 
”  

“ 



"A significant GPS anomaly occurred on  
1 Jan 04... resulted in the transmission of 

Hazardously Misleading Information." 

1 January 2004 -  About 3 Hours 

US Air Force 

Errors ≈ 16 km reported 



January 2016 – 13.7 µs 



GEN Hyten 
US Space Command 

1 Dec 2015 

“In 2015 U.S. Jammed 
its Own Satellites  

261 Times!” 



3. GNSS is Under 
Attack - Now 



“a single point of failure…” 





$5B More for Space Warfare 

“A potential conflict on Earth that 
escalates into space has prompted the 
Air Force to find an extra $5 billion to 
spend on offensive and defensive 
systems to protect national security 
satellites.” 

June 2105 



Disruption &  Terrorists 

2 March 2015 – Greece - Arrests Xiros’ Accomplice w/ GPS jammer 

9 April 2015 – France -  ISIS jams TV5Monde & hacks social media 

6 May 2014 – Saudi Arabia -  Arrest of 62 w/ jamming equipment 

1 Dec 2014 – Syria – US attacks ISIS electronic warfare garrison and separate 
“jamming system” 

25 May 2013 – Ansar al-Mujahideen web site - “All we need to implement this attack 
is a jamming device for the GPS frequencies…” 



Local Disruptions per Day –  
Tens of thousands  





Equal Treatment for All 



European Commission* 

60,000 events in France during sample 

Jammer use increasing 

Jammers getting more sophisticated 
* http://www.gps.gov/governance/advisory/meetings/2015-10/desmet.pdf 



Local Disruption -  Simulation 

Red: Receivers jammed. Yellow: Reception degraded.  
Model: 100W jammer. Commercial-grade receivers. 

Picture: Michael Jones, Chemring TS 

115 KM 



Local Disruption - Maritime Trials 

Courtesy Prof David Last & 
Trinity House 

2 Watt Jammer 





Forbes.com Tech  
– Defcon 15  

$300 Spoofer 



4. Space is Not 
Enough 



US Mandate for Action 

NSPD-39 
December 15, 2004 

“Acquire a GPS 
Backup …” 
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Selected Technology - eLoran 

High Power (400kw – 1Mw xmitter) 
Low Frequency (100 kHz) 

Penetrates: 
Indoors 
Underwater 
Underground 

February 2008 
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“U.S. critical infrastructure sectors are increasingly at 
risk from a growing dependency on the Global 
Positioning System (GPS) for space-based position, 
navigation, and timing (PNT).” 

Homeland 
Security 
2011 



US Administration Concerned 

“We have known about the problem since 2001.” 
Dept. of Transportation Deputy Secretary 2013 

“Interested in eLoran as part of APNT.” 
Dept. of Defense CIO 2013 
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“GPS is a single point of failure for critical infrastructure.” 
Dept. of Homeland Security Asst Sec. 2015 



“GPS	
  use	
  by	
  Military…	
  a	
  
Vulnerability”	
  2014	
  



Complimentary PNT “Tiger Team”    

!  Dept. Defense 
!  Dept. Transportation 
!  Dept. Homeland Security 
!  National Institutes of 

Standards & Technology 
!  Naval Observatory 
!  Others 

Dec 2014 - ‘eLoran is the answer. 
Perhaps supplement w/ LTE.’ 
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US Army – “How much for 50,000 eLoran 
Receivers?” 
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FedBizOpps.Gov 
14 Jan 2015 

RNT Fnd | Jan 2015 



US Dept. of Transportation – Request for Comment 

We need eLoran’ 

May 2015 – 94% 
March 2007 - 93% 

Including:  
•  The GPS Innovation Alliance 
•  Radio Technical Commission Maritime 
•  GMDSS Task Force 
•  American Pilots Association 
•  Atlantic Lobstermen’s Association 
•  General Light House Authority 
•  Australian Maritime Safety Authority 



US Congress Concerned 

‘When space assets are 
not available – what’s 

the plan?”  

Public Law 113-66  
National Defense Authorization Act for 2014 
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US Law – 18 December 2014 

Preserve Loran infrastructure  
       for possible re-use 

        Government may enter 
 into a Cooperative Agreement  
              to build eLoran 
S.2444, Howard Coble US Coast Guard Authorization Act of 2014 
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Way Forward for US* 

Two Phase Approach: 

1.  eLoran Timing Network via Public-Private-Partnership 

2.  Nation-wide PNT Backup & Complementary eLoran 
Network 

*Letter from Deputy Secretaries of Defense and Transportation to Congress 



Phase I (notional) – Timing Continental US, 4 Sites 
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Phase 2 (notional) -  Positioning, Navigation, 
Timing Continental US, 19 Sites 
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Phase 3 (notional) – PNT, Freq, Phase & Data  
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H.R. 5978 Passed by House With 
Senate for consideration 

‘US Coast Guard shall 
build eLoran’ 
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Pending Legislation 

September 2016 



5. We Have a Duty To 
Speak 



Všechny Boží 
děti potřebují 

PNT ! 




