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Chronos R&D Projects 

 UK Technology Strategy Board 

– http://www.innovateuk.org/ 

 Collaborative R&D Calls 

 2008 – “Gathering Data in Complex Environments” 

– “GAARDIAN” - £2.2m 

 2010 – “Trusted Services” 

– “SENTINEL” - £1.8m 

 

 

http://www.innovateuk.org/


The GAARDIAN Project –  
GPS Interference Detection and Mitigation 

 GNSS Availability, Accuracy, Reliability anD Integrity Assessment 

for timing & Navigation 

 Research data gathering necessary to create a GPS Interference 

Detection and Mitigation (IDM) network 

– At point of use, 24 x 7 x 365 

– For mission and safety critical applications 

– Which use GPS (or GNSS) signals 

– Leveraging eLoran signals for QoS determination 

 UK Government funded R&D project (~£2.2m) 

– through Technology Strategy Board & EPSRC 

– “Gathering data in Complex Environments” Call 

 



The SENTINEL Project –  
GPS Interference Location and Mitigation 

 GNSS SErvices Needing Trust In Navigation, Electronics, Location 

& timing 

 Research the detection, quantification and location of interference to 

GNSS and eLoran signals at point of use by deploying Interference 

Detection & Mitigation (IDM) probes in the vicinity of critical 

infrastructure 

 UK Government funded R&D project (~£1.8m) 

– through Technology Strategy Board and EPSRC 

– “Trusted Services” Call 

 





SENTINEL - Partners 

 Chronos – Lead Partner 

 GLA – General Lighthouse Authorities 

 ACPO - Association of Chief Police 

Officers 

 University of Bath - Department of 

Electrical & Electronics 

 Thatcham Vehicle Security 

 OS - Ordnance Survey 

 NPL – National Physical Laboratory 



GPS Vulnerabilities 

 Emerging GNSS Vulnerabilities 

– Royal Academy of Engineering Report – March 2011 
• http://www.raeng.org.uk/news/publications/list/reports/RAoE_Global_Navigation_Systems_Report.pdf 

– GPS Jammers 
• Criminal, PPD, Service Denial, Other 

– RF Interference 

• Key Fobs, “LightSquared” 

– Space Weather 

• 11 Year Solar Cycle starting 

– System Failure 

• PRN #24 - Jan 1st 2004  

• GAO report 2009 GAO-09-670T 

http://www.raeng.org.uk/news/publications/list/reports/RAoE_Global_Navigation_Systems_Report.pdf
http://www.gao.gov/new.items/d09670t.pdf
http://www.gao.gov/new.items/d09670t.pdf
http://www.gao.gov/new.items/d09670t.pdf
http://www.gao.gov/new.items/d09670t.pdf
http://www.gao.gov/new.items/d09670t.pdf


GPS Jammers! 

 Why? 

– Steal a vehicle, something 

– Avoid  

• Road User Charges 

• Pay as you Drive Insurance 

• Tachogragh systems 

– Use company vehicle …..  

• Skive off early, the School Run 

– Avoid being tracked 

• Drug Dealers, Celebrities, Tagged Criminals 

– Service Denial 

• Unfriendly: North Korea, Friendly: Force Protection 

 



Alternatives? 

 Timing Stability – meet ITU MTIE masks ~100ns 

 UTC Traceability (Future LTE-A) ~ < 1µsec 

 Other GNSS? 

– Same Vulnerability as GNSS 

 LF Transmissions? 

– Parochial, Not Global, UTC, Maintenance Downtime 

 NTP? 

– Not good enough, PDV, ~ms 

 PTP? 

– Getting there, Hardware upgrade, Local GM, Architecture, PDV, ~µsec 

 SyncE? 

– Standards not ready for UTC, Network Upgrade 

 Anything Else??? 

 



eLoran? 

 Pros  

– Different Frequency – 100 KHz 

– High Power (35 kV Pulses), Cs Controlled 

– International Infrastructure 

– UTC Traceability (not via GPS) - The “e” 

– Works indoors H-Field Antenna 

– Complementary technology, symbiotic not competitive 

 Cons 

– Receiver Designs 

– Additional Secondary Factors (ASF) 

– Politicians! 

 



Loran Timing Receivers ~ 2008 

 Frequency Stability met ITU PRC MTIE mask 

 Could be suitable for telecom timing – but… 

 Occasional instabilities 

– Cause unknown – Weather? Station maintenance? 

 Major phase hits due to Tx maintenance 

 Not possible to align 1pps to UTC 

 Not fit for Purpose!! 



Station Outage Mitigation 

 eLoran Transmitters - off air for maintenance 

 Causes significant phase hits to timing outputs 

 Chronos tested Loran Timing Receivers from 

Reelektronika (NL) and CrossRate (USA) 

 

 

 

 Worked with UrsaNav in GAARDIAN to perfect 

solution  - URS 150 – Beta Units Q4 2010 



Outage Mitigation Results #1 



Outage Mitigation Results #2 

3 UrsaNav eLoran Timing Receivers 

Magenta set with Lessay backup 

Red & Blue set with no backup 

Also proves eLoran in inherently self-

resilient to Tx failure. 



Automatic UTC Alignment 

 Given location, eLoran Timing Receiver will 

automatically adjust 1pps to <2µsec of UTC 

– UTC “Eurofix” message from Anthorn 

 Final adjustment – ASF Calibration 

– <50ns by comparison with local GPS UTC 

 “GAARDIAN” proved this feature 

 



eLoran Fit for Purpose (Update) 

Approx 11 Days 

Easter 2011 

Ref= 5071 Cs 

eLoran better than  

Gold Std GPS  

Timing Rx! 



Most Recent TIE 

Blue: Symmetricom 55300 GPS Rx (HP/Agilent) 

Magenta : UrsaNav 150 eLoran Rx 

Ref: 5071 Cs 



Most Recent MTIE 

Blue: Symmetricom 55300 GPS Rx (HP/Agilent) 

Magenta : UrsaNav 150 eLoran Rx 

Ref: 5071 Cs 



Most Recent TDEV 

Blue: Symmetricom 55300 GPS Rx (HP/Agilent) 

Magenta : UrsaNav 150 eLoran Rx 

Ref: 5071 Cs 



Most Recent Allan Deviation! 

Blue: Symmetricom 55300 GPS Rx (HP/Agilent) 

Magenta : UrsaNav 150 eLoran Rx 

Ref: 5071 Cs 



Conclusions 

 eLoran could complement GPS or PTP timing 

 Work to do….. 

– Cost reduction 

– H Field Antenna trials 

– Automatic ASF calibration for UTC alignment 

– Needs USA to re-launch LF Transmissions 

– Needs long term UK Government support 



25 Years & Still in Sync! 
 

charles.curry@chronos.co.uk 

www.chronos.co.uk 

www.gps-world.biz 

 

 

Thank you for listening 
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