Validating Real Time IP Services

Delay. Impair. Validate.
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http://www.anuesystems.com/

Sync Is Important for:

e VOIP

o IPTV

e Wireless

e Interactive Gaming

e Networked Applications

e Satellite Communications
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Delay Affects Sync

A

time=0 stamp sent

time=0 stamp received at +200ms

Key Points:

* Delay and changes in delay (i.e.,“ditter”) impact Sync and
therefore the real time application

« Without a timing source continuous symmetric Link at B is
required for B to know time and timing information

* Phase recovery is harder than frequency recovery
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Impairments Affect Sync

Line Bit Errors
LOS / LOF Sync
Jitter Delay (FDV)

Frame/Packet Drop (Decimate) Targeted or Random
Re-order Precise Distribution
Single or Bursty
Maximum Accuracy

Policing
Bandwidth Control (Throttle
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Important Pre-Deployment Testing

Delays and Impairments

Symmetric & Asymmetric

At both the Layer 1 and Layer 2

To validate phase recovery

To ensure performance of network applications
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Anue Creates Delay

e Network Emulators that test Applications,

Devices, Solutions or Services

+ Under ‘Real World’ dynamic delay and impairment conditions
+ With true line rate performance

+ With precision and accuracy for maximum repeatability

+ With an “in-line” testing approach

e \We're Neutral.
+ Sync carried in the packet stream, or

Device Under R —— i Device Under
Test Test
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MAUI and HAWAII Series
Emulators

MAUI HAWAII

e OC3/STM1, OC12/STM4, OC48/STM64 MAUI Series Loads plus:
Signal Delay and Path Delay e 0OC192/STM64 Signal and Path Delay
e G.709 OTUZ2 Signal Delay
e Fibre Channel 4x, 8X & 10x Signal Delay
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GEM

e 16 Network Flows per Blade (64 per 4-Blade MAUI)
+ Each with its own distinct delay, bandwidth & impairment profile

+ Defined by any combination of VLAN tag, MPLS label, MAC or IP address, TCP
port or any other field in the Ethernet, IP, TCP, UDP or RTP header as well as
any other information up to 2,048 bytes deep within the Ethernet frame

e HTML Based GUI

¢ Intuitive
File Edt Miew Go Bookmarks Tooks  Help

’ No CI Ier.]t SOftware QZI - L;/‘) - @ @ \:\ @ ‘@ hitbp: 1192, 166,400,907 gem_flow_Filkers, htm
Installation Required - rom |

+ Platform Independent
e lLayer 3 & 4 “aware’

PHYZMAC Control | Flow #1: (Anue IP Source Flow) | Enabled
* Correct I P CheCkSUm PHY/MAC Stats

Flow Summar ¥

¢ Correct TCP checksum

) GEM - Flow Filters - Mozilla Firefox

[ Filter Rules

Blade 1 (GEM)

B

Chassis Admin
System Info
Save/Restore

Help
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GEM — Network Profiles

e Emulate Multiple Network Profiles

192.168.40.3
\ 192.168.40.2
XX XX

Defined Per Network Profile:
* Delay
 Policing (Bandwidth Control)

i
All non classifiedl traffic
l
l
l
1
1
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GEM GUI

2} GEM - Profile Delay Controls - Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

@Back ~ 3 - € (2] (w S search v Favorites £

- Address |47 hetp: {192, 168.40.64/gem_profile_delay htm

Blade 4 {GEM) Profile Summary | Define Profiles = Policing &+ Delay & Impairments | Statistics |

Blade 3 (GEM) -
*Profile #5: (IF Dest Addr 30)

Blade 2 (GEM)

Blade 1 (GEM) »» Delay Controls Delay Measurements

PHY/MAC Contral Delay: (9002000000 ||k Actual Delay: 0.000000 krn
Delay Limit: 250,00 ms

PHT/MALC Stats Resalution: 16 ns

Profile Surnmary
Define Profiles
Flow Stats
Chassis Admin
System Config

Save/Restare

Systermn Info

Q Inkternet
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GEM GUI

2 GEM - Profile Impairments - Microsoft Internet Explorer

¢ File Edt ‘Miew Favorites Tools  Help
@Back - ) BN o D Search < Favorites  £2

: Address |@ http: {192,168, 40,64 gem_profile_impairment.htm

Blade 4 {GEM)

Blade 3 (GEM)

Blade 2 {GEM)
Blade 1 {GEM) »» Impairments
PHY/MAC Control Packet Drop i Distribution:
PHY/MAC Stats
Profile Summary Packet Jitter [ Select i Distribution:

Delay Min Delay Max

Flow Stats . L
Max Megative & Max Positive &

Chassis Admin

Sysliem Cenifg Packet Duplication i Distribution:

Save/Restore
Systermn Info

Help L
Packet Reorder i Packets Distribution:

Packets

Packet Corruption Select in Packets Distribution:
a Only corrupt between byte offsets D and D

Corruption Rate

O Fixed l:l (bytes)

() Random Minirnurm Maximurm (bytes)

Burst Length

0 Inkernet
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Delay Variation - Jitter

Min Delay - the absolute minimum delay a Frame can experience; signal delay can not be set below this value.
Max Delay - the maximum delay a frame can experience; signal delay can not be set above this value.

Max Neg A - the maximum amount of negative delay change possible when a Frame is selected for jitter.
Max Pos A - the maximum amount of positive delay change possible when a Frame is selected for jitter.

A

Max Delay

Set
Line Delay
Min Delay

Delay Yanation Probability [itter] [w (100, = % Max Megf:|0.80

. Distribution Paramete
Dirop Probability | 0.00H%
CRC Cormuption Probability r l].l]l]a: % S aturate Saturate

Dy Variation Probabilty Witer) # [100. =% MaxNeg 40,80 =] MaxPosa: [1.00 <]/ MinDekyl [1.00 =] MasDelys [3.00 =] ms
Reorder Prababilty I [000]%  Rangs| 0= pkis o] 0] pkts

babilty I [000H%  Range| 0pkis o 0] pkts
Data Comuption Rats (bates] [ [0 - Mar Burst Length 0-:] bytes Data Start Ofset 0-=] bytes |~ Conect Ethemet CRC

Mote: &l Distributions are Uniform Fewvert Undate Prafile
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Doppler/Wander Delay Variation @

Actual Network:

,s

Emulation Setup:

Dynamic Delay
(Doppler Shift or Random Delay Variation)

Bit Errors, LOS, Frame Drop
GEL2 also provides: bandwidth throttling and
focused Layer 2+ impairments
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Case Study @

Circuit Emulation

Multinational NEM in Portugal
Circuit Emulation Services over Packet Switched Network

Emulated an IP Network using Anue GEM Ethernet Network
Emulator

Required highly accurate and repeatable impairment emulation

+ Maintain time base for PHD CESoP within 1x10-° of the original
signal

Testing failure recovery scenarios
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Anue Advantages @

Flexible FPGA Based Architecture

Supports 100% Line Rate Processing up to 11.3 Gb/s

Precise and Repeatable Signal Delay Emulation

Dynamic Control over Delay and Impairments

Emulate both Physical and Packet Layer Delays without introducing
timing issues

Create multiple “Profiles” to emulate different links on the network

Controlled Layer 1 — Layer 4 Impairments
Managed by easy to use GUI, TCL API and/or front panel access
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Anue Systems Overview

Market and Technology Leader in Network
Delay and Impairment Emulation

Founded in December, 2002
Headquarters in Austin Texas USA
Over 100 Customers Worldwide
Over 250 Systems Sold

Self Funded and Profitable

ON DH nernet and Fib
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Thank You

Anue Systems is a technology leader in Next Generation data
communications testing. Anue’s products help network equipment
manufacturers, semiconductor companies, service providers and large
enterprises test optical networks, devices and applications.
Headquartered in Austin Texas, Anue Systems has built a team of world-
class engineers with expertise in optical data networking and testing.

For more information about our products and solutions, visit Anue’s



http://www.anuesystems.com/
mailto:info@anuesystems.com
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Advanced Ethernet Impairments

Support for Targeted or Random Impairments

Targeted Impairments defined by any combination of VLAN tag, MPLS label, MAC or IP address,
TCP port or any other field in the Ethernet, IP, TCP, UDP or RTP header as well as any other

information up to 2,048 bytes deep within the Ethernet frame
Random Impairments are based upon any of the following distributions:
+ Periodic
+ Poisson
+ Gaussian
+ Uniform
Impairment Types:
Drop — frames are dropped based upon a user specified probability

CRC Corruption — the Ethernet CRC of frames is corrupted based upon a user specified
probability

Jitter — Ethernet frames are variably delayed around the line or network flow delay based
upon a user defined probability and the following:

= Max Delay — maximum value of delay
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This diagram was taken
from an MEF spec.

Pomnt-to-pomnt EVCs




Common Packet Radio Interface @

Emulate:
«Cable Length *Loss of Signal
*Multiple Hops *Loss of Frame
*Round Trip Cable Delay ‘BER
*Round Trip Delay Accuracy

Radio Base Station System

CPRI-6 614.4Mb/s
Radio Equipment Control CPRI-12 = 1,228.8 Mb/s
CPRI-24 = 2,357.6 Mb/s
Control User
& Mgmt. SYNC.  Data

b b 4

Layer 2
Layer 1
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http://www.broadcom.com/index.php
http://www.csc.com/
http://www.sbc.com/
http://mit.edu/site/aboutsite.html
http://www.firstdata.com/index.jsp
http://www.bp.com/home.do?categoryId=1&contentId=2006973
http://www.yottayotta.com/index.htm
http://www.cisco.com/en/US/hmpgs/index.html
http://www.cisco.com/en/US/hmpgs/index.html

GEM - Classifier

Network Profile Classifier
+ MAC or IP Source Address
+ MAC or IP Destination Address
+ VLAN
+ MPLS

o IP TOS
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XGEM

e 4 Network Flows per Blade (8 per 2-Blade HAWAII)
+ Each with its own distinct delay, bandwidth & impairment profile

+ Defined by any combination of VLAN tag, MPLS label, MAC or IP address, TCP
port or any other field in the Ethernet, IP, TCP, UDP or RTP header as well as
any other information up to 2,048 bytes deep within the Ethernet frame

e HTML Based GUI

+ Intuitive

) GEM - Flow Filters - Mozilla Firefox

N CI' t S ft File Edit Miew Go Bookmatks Took  Help
* O Ien O Wa're @ - L;/‘: - @ =3 \:\ @ @ hetp:f1132.185.40.90/gem_flow_fikers.htm

Installation Required - rom |

+ Platform Independent
e lLayer 3 & 4 “aware’

PHY/MAC Contral

’ Correct IP Checksum PHT/MAC Stats
o Correct TCP checksum

Blade 1 (GEM)

‘ Flow #1: (Anue IP Source Flow) Vl Enabled

[ Filter Rules

Chassis Admin
System Info
Save/Restore

Help
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SONET/SDH Path Delay

SONET/SDH
e Differential Delay
+ Delay each path from Oms to 320ms
¢ 154.32ns increments (1 pointer position)
Dynamic Differential Delay Testing
Dynamic Pointer adjustment control
Dynamically increase or decrease delay
Simulates payload mapping jitter
Stress test for VCAT alignment hardware
Can reliably control outgoing pointers on a per path basis
ject controlled Path layer BER
True error |nject|on throughout the SPE (POH plus Payload)
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Next Generation Networking
Technologies @

Virtual Concatenation (VCAT), LCAS, GFP

“PD!!
Anue Emulators can create a programmed amount of delay
for each SONET path/tributary for Differential Delay Testing

»  Setting different delays for different paths allows the user to
simulate transmission delays encountered by diverse routing

T
[ sTS1 | .( =~. STS-1
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SONET Signal Delay

OC-192 — 0.1ns to 400ms delay
OC-48 — 0.4ns to 800ms delay (250ms on M Series)

OC-12 — 1.7ns to 3.2seconds delay (1sec on M
Series)

OC-3 — 6.4ns to 12.8seconds delay (4sec on M
Series)

Adjust delay in bit increments
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‘Real World Networks’

All networks have Impairments and Delay

Impairment Cause

Frame/Packet Loss | Noise, Dirty fiber/connector, Congestion (overflow), Protection
Switches, Failed Hardware, Human Error, Hard/Software Bugs

Corruption/Errors Noise, Dirt, Congestion, Hard/Software Bugs
Reorder Protection Switches, Changing routing and switch tables, Jitter
Duplication Protection Switches, Hard/Software Bugs

Failures (LOS,LOF) Human Error, Excessive Noise (corruption), Hardware Failure




